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Abstract:	The	Covid-19	pandemic	which	has	been	a	global	health	crisis	not	only	posing	threats	in	social,	political,	and	economic	
sector,	but	also	rising	a	big	threat	towards	cybercrime.	The	state’s	priority	tends	to	focus	in	controlling	and	addressing	the	
pandemic	is	reducing	controlling	and	surveillance	priorities	in	the	other	sectors.	This	lead	to	the	increasing	gap	of	cybercrime	
to	take	place	by	leveraging	the	situation.	Therefore,	this	policy	brief	will	explain	three	outlines	of	policy	options	that	could	be	
taken	by	the	Indonesia’s	National	Cyber	and	Code	Agency	(NCCA)	as	efforts	to	optimize	the	cyber	defense	and	security	in	facing	
the	cybercrime	in	the	Covid-19	pandemic,	which	are:			1)	Strengthening	the	cyber	defense	of	Indonesia	which	is	extended	to	the	
company	and	online	platform	levels;	2)	Enhanced	cooperation	in	terms	of	sharing	data	in	the	regional	level	of	ASEAN;	and	3)	
Enhanced	the	engagement	in	terms	of	training,	transfer	of	skill	and	knowledge	in	the	international	level.	This	policy	brief	then	
will	recommends	a	policy	to	Indonesia’s	NCCA	that	could	be	applied	optimally	and	effectively	so	that	cyber	threats	in	the	time	
of	Covid-19	pandemic	could	be	reduced	well	with	a	maximum	controlling.	
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1. Introduction		
	
The	implementation	of	the	social	and	physical	restrictions	has	led	to	almost	every	activities	are	shifted	to	
indoor	activities	with	less	going	outdoor.	This	requires	the	school	and	work	activities	to	be	done	from	
home	by	using	online	facilities,	such	as	through	video	conference	applications	or	software,	social	media,	
websites,	e-mails,	etc.	It	gives	chances	for	cybercrime	to	increase	with	the	rising	and	massive	internet	and	
online	 users	 from	 various	 ages.	 Children,	 parents,	 or	 laymen	 exposed	 to	 cybercrime,	 there	 has	 to	 be	
involved	 and	 getting	 into	 internet	 activities.	 These	 people	 becomes	 susceptible	 to	 be	 attacked	 by	 the	
cybercrime	because	their	lack	of	knowledge	about	cybercrime.	The	cybercrime	actions	then	will	likely	be	
enhanced	 by	 the	 reduced	 of	 cyber	 surveillance	 and	 controlling	 resulting	 from	 social	 and	 physical	
restriction	which	reducing	the	outdoor	activity	and	turning	many	sectors	to	be	focus	in	controlling	the	
pandemic.	According	to	the	NCCA	data,	during	January	to	April	2020	period,	there	were	approximately	
88.414.296	cyber	attacks	with	their	peak	attacks	was	reached	in	March,	when	the	pandemic	of	Covid-19	
just	 arose	 in	 Indoensia,	with	more	 than	29	 thousands	 cyber	 attacks	 (BSSN,	2020,	 p.	 11).	 Some	of	 the	
attacks	were	conducted	with	a	motive	which	are	related	to	the	pandemic.	Pandemic	leaves	restless	and	
worried	societies	are	about	vulnerable	to	be	the	target	of	the	cyber	attacks.	The	forms	of	cyber	attacks	are	
varying,	 such	 as	 e-mail	 phishing	 	 in	 the	 name	 of	 credible	 institution,	 like	 WHO,	 about	 pandemic	
information	which	contains	a	malware	(UNODC,	2020,	p.	2),	message	phishing	or	smishing	which	contains	
malware,	telephone	fraud	through	call	center	(Tidey,	2020),	malware	attack	to	the	important	institutions	
like	hospital	for	the	purpose	of	data	theft	(INTERPOL,	2020)	that	can	result	in	a	disruption	of	hospital	
operations,	online	fraud	linked	to	the	sales	of	medical	supplies,	such	as	masks	(Europol,	2020),	etc.	
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The	 implementation	of	 social	 and	physical	 restriction	also	 complicate	 the	access	of	 transnational	
crime	(TOC)	which	lead	to	many	of	TOC	groups	are	using	cybercrime	as	their	alternative	in	getting	profit	
as	their	source	of	funding.	For	example,	a	drug	cartel	which	also	doing	malware	attack	besides	to	get	profit	
for	its	members,	but	also	to	finance	the	drugs	productions	and	distributions	(UNODC,	2020,	p.	25).	The	
cybercrime	group	which	also	derived	from	other	TOC	groups	in	this	pandemic	time	could	increase	the	
threats	of	TOC,	especially	after	the	pandemic	as	their	funding	still	remained	running	smoothly	through	
cybercrime	actions.	Within	the	pandemic	period,	the	cybercrime	also	increases	with	many	TOC	groups	
which	not	normally	doing	cybercrime	also	committed	in	cybercrime.	

The	social	and	physical	restrictions	should	not	loosen	or	minimize	the	surveillance	and	controlling	
of	 cybercrime.	 Slow	 controlling	 could	 lead	 to	 a	 rise	 of	 cyber	 attacks	 which	 threatens	 individual	 in	
Indonesia	because	of	the	internet-oriented	activities	of	the	societies.	The	worst	could	result	in	the	leak	of	
state’s	data	and	secrets	if	the	attacks	have	reached	the	states	and	official	institutions.	This	could	affect	the	
later	prospects	the	existence	and	sovereignty	of	Indonesia	toward	others.	
	
2. Policy	Options	

	
2.1. Strengthening	the	cyber	defense	of	Indonesia	which	is	extended	to	the	company	

and	online	platform	levels		
	
This	policy	is	one	of	the	earliest	option	that	could	be	done	by	NCCA	as	an	institution	which	is	responsible	
to	strengthening	the	cyber	defense	and	surveillance	in	Indonesia.	Strengthening	the	cyber	defense	system	
is	extended	to	 the	company	 levels,	both	 the	private	and	official	companies,	and	online	platform	 levels	
which	are	vulnerable	to	be	attacked	in	this	pandemic	time.	Strengthening	in	cyber	defense	is	carried	out	
not	only	by	updating	the	system	gradually,	but	also	doing	early	detection	towards	potential	malware	that	
potentially	could	be	a	cyber	threat,	and	strengthening	the	internal	institution	of	NCCA	through	mitigation	
efforts	and	control	simulation	if	a	cyber	attack	is	happening.	Advantages:	Strengthening	cyber	defense	in	
the	company	levels	could	minimalize	the	risk	of	high	cost	and	loss	to	any	company	that	could	come	later	
under	the	influence	of	cyber	attacks.	BSA	estimates	that	less	alertness	of	cyber	defense	in	the	company	
level	will	cost	up	to	$750	billion	during	2017	–	2025	(Bussiness	Software	Alliance,	2020,	p.	8).	This	effort	
also	could	maintains	the	stability	of	companies’	performance	and	profit	to	a	minimum	risk	of	high	loss.	
Strengthening	cyber	defense	in	the	online	platform	levels	could	make	it	easier	to	strengthen	the	users’	
security	 and	 address	 cybercrime	 for	 vulnerable	 societies.	 The	 NCCA’s	 internal	 defense	 by	mitigation	
measures	could	reduce	the	cost	of	later	attacks	by	up	to	$680,000	(Bussiness	Alliance	Software,	2020,	p.	
5).	Strengthening	cyber	defense	in	health	companies	could	minimalize	chaos	and	operational	disruptions	
that	could	impede	the	treatment	of	Covid-19,	such	as	those	hospitals	whose	are	vulnerable	to	be	attacked	
by	the	cybercrime.	This	policy	option	is	encouraging	the	self-sufficiency	of	Indonesia	in	developing	cyber	
defense	by	maximizing	the	management	of	applications,	cloud,	and	data	centralization.	Disadvantages:	
Strengthening	cyber	defense	will	 take	a	 long	time	in	reaching	the	whole	 implementation,	especially	 in	
mapping	 the	strategic	companies	and	online	platform	which	would	be	enhanced	 for	 its	 cyber	defense	
system.	It	refers	to	the	implementation	of	this	policy	that	could	not	be	done	directly	in	all	companies	and	
online	platforms	at	once,	so	it	must	be	phase	out	at	some	level	of	priority	and	risk	for	each	company	and	
platform.	Long	and	gradual	time	of	implementation	could	still	be	a	gap	of	cybercrime	to	increase	in	some	
companies	and	platforms	which	are	not	strengthened	yet.	
	
2.2. Engagement	in	terms	of	sharing	data	in	the	regional	level	of	ASEAN	
 
This	 policy	 is	 committed	 to	 make	 a	 good	 use	 of	 regional	 institution	 of	 ASEAN,	 which	 provides	
collaboration	within	ASEAN	countries	in	addressing	regional	issues.	The	threat	of	cybercrime	is	not	only	
a	 threat	 for	 Indonesia,	 but	 also	 for	 the	 regional	 of	 ASEAN.	 Therefore,	 it	 is	 an	 opportunity	 to	 build	
cooperation	within	ASEAN	countries	in	controlling	the	cybercrime,	especially	in	organizing	data	sharing	
and	data	centralization.	This	cooperation	is	undertaken	by	states	to	share	information	each	other	about	
cyber	attacks	that	have	been	detected	and	potentially	be	a	threat	for	others.	In	the	consequences,	those	
potential	cyber	attacks	could	be	preventable	before	it	getting	increased.	Advantages:	Effort	at	this	ASEAN	
level	of	cooperation	could	ease	the	ASEAN	countries	to	minimize	the	risk	of	high	costs	because	the	lack	of	
cyber	defense.	AT	Kerney	estimates	that	ASEAN	countries	with	its	current	ability	of	cyber	defense	could	
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cost	 up	 to	 $171	billion	 for	 cyber	 defense	 by	 2025	 (Thomas,	 2019).	 As	 the	 closest	 and	most	 strategic	
institution	for	Indonesia,	ASEAN	is	one	of	the	truthful	cooperation	to	be	engaged	with.	It	has	minimum	
risk	of	losing	data	rather	than	cooperation	in	international	level.	This	refers	to	ASEAN	as	a	region	which	
is	 formed	 based	 on	 strong	 sense	 of	 belonging,	 so	 ASEAN	 countries	 are	 strongly	 embedded	 together	
(Geotimes,	2019).	Data	centralization	could	ease	the	data	control	and	management,	especially	when	there	
is	 a	 problem	 or	 a	 threat	 of	 attack	 on	 the	 data.	Disadvantages:	 ASEAN	 is	 a	 region	 of	 countries	 with	
inadequate	capability	of	cyber	defense.	It	tends	to	take	a	long	time	to	provide	a	maximum	and	efficient	
data	 sharing	 cooperation.	 This	 is	 because	 of	 ASEAN	was	 not	 fully	 targeted	 for	 cybercrime	 before,	 so	
reinforcement	of	cyber	defense	was	not	being	a	high	and	fully	priority	until	the	threats	of	cybercrime	in	
ASEAN	are	emerged	(Bussiness	Software	Alliance,	2020,	p.	8).	Cooperation	at	ASEAN	level	will	require	
high	costs	of	funding	to	build	or	provide	advanced	technologies	which	cost	highly	for	ASEAN	countries	
itself.	According	to	the	current	financing	of	each	ASEAN	countries	in	cyber	defense,	it	costs	about	0,06%	
of	ASEAN’s	GDP	while	it	requires	6	times	more	(0.61%	of	ASEAN’s	GDP)	in	developing	adequate	cyber	
defense	(Thomas,	2019).	Data	centralization	is	at	a	high	risk	if	they	are	exposed	to	a	cyber	attack	that	
could	threaten	the	overall	data	to	be	lost,	stolen,	and	abused.	
	
2.3. Enhanced	the	engagement	in	terms	of	training,	transfer	of	skill	and	knowledge	in	

the	international	level	
	

This	policy	is	one	of	the	options	that	could	be	done	with	Indonesia’s	engagement	in	international	level	of	
cooperation.	 The	 cybercrime	 that	 poses	 a	 threat	 not	 only	 to	 Indonesia,	 but	 it	 has	 threatened	 global	
security.	This	encourage	a	potential	cooperation	to	be	committed	by	countries	in	reinforcing	the	capability	
of	theirs	cyber	defense.	Cooperation	through	training	and	transfer	technology	and	knowledge	is	made	to	
help	each	other	in	strengthening	each	countries’	capability	to	understand	about	the	cyber	crime	and	how	
to	address	and	be	aware	of	it.	Advantages:	Cooperation	at	the	international	level	could	make	co-operating	
partner	 more	 strategic	 to	 fit	 with	 Indonesia’s	 need	 and	 ability	 for	 reinforcing	 the	 capabilities	 from	
countries	whose	have	advanced	capabilities	of	 cyber	defense	already.	 It	 is	 also	a	good	opportunity	 to	
enhance	Indonesia’s	partnership	and	interdependence	with	other	countries.	Disadvantages:	Involving	
countries	which	are	not	embedded	strongly	like	in	a	region	level	could	be	a	gap	for	political	strategy	in	
resulting	high	risk	for	Indonesia.	By	leveraging	the	pandemic	situation,	political	strategy	of	the	advanced	
countries	towards	developing	countries	could	be	increased	in	exploiting	the	developing	countries	(Crisis	
Group,	2020).	Therefore,	it	is	vulnerable	as	a	threat	towards	Indonesia’s	sovereignty	if	Indonesia	is	not	
carefully	 choosing	 the	 strategic	 co-operating	 partners.	 However,	 building	 cooperation	with	 countries	
which	are	not	strongly	embedded	will	take	a	long	time	because	it	takes	time	to	build	a	same	vision	and	
mission	towards	the	cooperation.	
 
3. Conclusion	and	Policy	Recommendation	
 
The	increasing	risk	of	high	threats	of	cybercrime	in	the	Covid-19	pandemic	time	requires	prompt	and	
suitable	 measures	 from	 the	 NCCA	 to	 minimalize	 the	 potential	 threats.	 Therefore,	 those	 three	 policy	
options	above	could	be	committed	with	prioritizing	in	the	strengthening	the	cyber	defense	of	Indonesia	
which	 is	 extended	 to	 the	 company	 and	 online	 platform	 levels.	 It	 is	 because	 the	 potential	 threat	 of	
cybercrime	highly	comes	from	the	users	itself	which	are	rising	highly	in	the	pandemic	time,	so	NCCA’s	
internal	reinforcement	is	required.	While,	cooperation	in	regional	and	international	level	is	likely	difficult	
to	be	carried	out	in	the	pandemic	time	as	each	country	tends	to	focus	in	addressing	its	domestic	conditions	
as	 the	 impact	of	pandemic.	Consequently,	 independent	efforts	of	 Indonesia	 in	strengthening	the	cyber	
defense	through	NCCA	should	be	crucial.	It	is	also	highly	important	to	emphasize	the	role	of	NCCA	as	the	
main	supportive	 institution	 for	 Indonesia’s	 cyber	defense	when	other	sectors	are	 largely	mobilized	 in	
addressing	the	Covid-19	pandemic.	
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